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Abstract - Machine learning has emerged as a climatic
technology in contemporary and prospective cyber threat
intel systems, with numerous jurisdictions seamlessly
integrating it into their operations. However, the current
state of machine learning in cyber defence is still in its
early stages, foreshadowing a noticeable unexplored
research territory and practical implementation. This
paper marks the initial endeavour to offer a
comprehensive understanding of machine learning within
the entire spectrum of cybersecurity jurisdictions, catering
to potential end users with enthusiasm in this field of
study. This paper aims to serve as a source of inspiration
for significant advancements in ML within the cyber
defence zone, laying the groundwork for the broader
adoption of ML mitigations to safeguard present and
heuristic systems.
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I. INTRODUCTION

As modern information systems continue to grow in
complexity and generate an ever-expanding flow of big data,
the advantages of Machine Learning (ML) in the realm of
cybersecurity are becoming increasingly apparent and widely
acknowledged. More specifically, within the realm of
cybersecurity, Machine Learning (ML) methods have already
been applied to tackle a broad range of real-world tasks, a
trend that has been particularly accelerated with the advent of
deep learning. Moreover, in cybersecurity, Machine Learning
(ML) is rightfully acknowledged as a technology facilitator,
showecasing significant promise in enhancing threat detection
and response capabilities and bolstering the security of critical
infrastructure. Digital threats are indeed in a perpetual state of
evolution, and as per Gartner's prediction, by 2025, attackers
may find their capabilities insufficient to directly endanger or
cause harm to humans. Consequently, decision-makers must
possess a comprehensive grasp of the (i) advantages, (ii)
limitations, and (iii) hurdles associated with a cybersecurity
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solution  before
implementation.

giving their approval for practical

This paper is designed to be accessible to all readers,
regardless of their level of technical expertise, within the
context of Machine Learning (ML) in cybersecurity.

Figure 1 illustrates timestamp data concerning a
particular date. The x-axis denotes the matching popularity,
while the y-axis signifies the corresponding popularity within
the range of 0 (minimum) to 100 (maximum). We have drawn
this graph to show how machine learning has gained growth in
cybersecurity for controlling vulnerabilities and in the future
how it will take more growth in cybersecurity. Machine
Learning in cybersecurity helps the cybersecurity analyst to
easily detect any threats in the software or any system so that
the analyst can easily take action against it.
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Figure 1: Increasing Popularity of Machine Learning in Cybersecurity

We commence in Section 2-the Mild Initiation to
Machine Learning by introducing the fundamental concepts of
the ML paradigm without delving into notations. Moving on
to Section 3, we delve into the Scope and targets of ML in
cybersecurity. Continuing to Section 4, we illuminate different
cybersecurity defence strategies.

To establish the foundation for our paper within the
context of Machine Learning in cybersecurity, we initially
introduce key concepts in a simplified manner, ensuring
accessibility to readers of all backgrounds. Our objective is to
acquaint readers with established terminology and the typical
categories of prevailing ML techniques. Subsequently, we
outline the scope of this paper and identify its intended
readership. Additionally, we underscore the distinctions
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between our approach and prior research efforts, specifically
within the realm of Machine Learning (ML) in cybersecurity.

Il. MILD INITIATION TO MACHINE LEARNING

In the context of Machine Learning (ML) in
cybersecurity, the objective is to create automated systems
capable of making decisions autonomously. This model
encompasses the knowledge acquired during the training
phase and is designed to execute a decision-making function
when presented with ‘future’ data. Before deploying an ML
model in an operational cybersecurity environment, it is
imperative to evaluate its performance thoroughly.

Supervised techniques explicitly demand the availability
of labeled training data. In certain instances, these labels may
be generated naturally, while in other cases, acquiring labels
necessitates dedicated manual verification efforts. In contrast,
unsupervised approaches either operate without the need for
labels or involve minimal supervision, particularly within the
context of Machine Learning (ML) in cybersecurity. For
example, Machine Learning (ML) in cybersecurity, the
reinforcement learning constructs the ML model using a fully
automated feedback mechanism.

Random Forests Convolutional Neural Network

Support Vector Machines

Feedforward Neural Network

Logistic Regression
® ® Recurrent Neural Network

K-Nearest Neighbot

Decision Tree

Clustering Algorithms

Deep Boltzmann Machines

Association Rules Stacked AutoEncoders

Reinforcement Learning Generative Adversarial Network

Figure 2: Illustrates common Machine Learning (ML) algorithms

An algorithm is categorized as 'deep' if it is based on
neural networks; otherwise, it is considered ‘shallow.’
Algorithms that necessitate labeled data are employed in
'supervised' tasks, while those applicable without labeled data
can also be utilized in 'unsupervised' tasks. These distinctions
are relevant within the context of ML in cybersecurity as well.

It's customary to distinguish between ‘positives'
(representing  malicious  activities) and  ‘'negatives'
(representing benign activities). Evaluating performance
involves considering both the accurate predictions (i.e., True
Positives and True Negatives) and the erroneous predictions
(i.e., False Positives and False Negatives) generated by a
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specific model, particularly within the context of Machine
Learning (ML) in cybersecurity. It's important to highlight that
appraisal assessment applies to ML models rather than ML
methods themselves. Depending on the particular context,
such as the training data, the ML algorithm used, and its
various parameters, an ML method may produce multiple ML
models, each exhibiting distinct performance characteristics.
This applies to the domain of Machine Learning (ML) in
cybersecurity as well.

I1l. SCOPE AND TARGET

The focus of our paper is to establish a connection
between the academic research and practical application of
Machine Learning (ML) within the field of cybersecurity. Our
paper is designed to be obtainable by any reader interested in
understanding the intersection of ML and cybersecurity.

Specifically, we cater to the following three categories of
readers within the cybersecurity domain:

= Decision-makers, including Corporate Executives and
Chief Information Security Officers, who require insights
into the current state-of-the-art. This paper aims to
enable more informed decisions regarding the adoption
of the incorporation of Machine Learning (ML) into
current systems to improve the effectiveness of security
operations.

= Security professionals, such as security consultants,
administrators, and digital forensics experts, need a
comprehensive understanding of operational
considerations and the practical applications of ML in
cybersecurity. Such knowledge is vital for effectively
addressing cybersecurity challenges.

= Engineers with an enthusiasm for creating innovative
ML solutions for cybersecurity, enhancing existing ML
systems, or addressing their limitations. The paper's
identification of outstanding concerns and challenges
should prove to be a useful roadmap for ML's future
progress in the cybersecurity space.

1) Cybersecurity Defence Strategies:

In cybersecurity, defence strategies play a crucial role in
safeguarding information, information systems, and networks
against cyber attacks or unauthorized intrusions. These
strategies are responsible for both proactively preventing data
incidents and actively monitoring and responding to threats,
which encompass any unlawful activities that pose harm to a
network or individual systems.
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Figure 3: Flowchart of Cybersecurity Defence Strategies

IV. CYBER-SECURITY: UTILIZING MACHINE
LEARNING FOR THREAT DETECTION

In the domain of cybersecurity, the security lifecycle
encompasses three key processes: prevention, detection, and
reaction. Consequently, the majority of security mechanisms,
including those leveraging machine learning, primarily
concentrate their efforts on threat detection. Two detection
approaches complement each other: misuse-based methods are
highly accurate but can only identify threats that match known
patterns, Approaches based on anomalies typically produce
but offer better potential for detecting novel and previously
unseen attacks. As a response to this challenge, data-driven
solutions, including ML, came into play within the detection
systems. These solutions not only reduced the manual effort
required but, in some instances, even surpassed the
performance of traditional, manually crafted detection
methods.

[ Supervised Approaches | [ Unsupervised Approaches |

10 ed as fully . ) PRO: can be applied on raw-dats
detection systems Machine Learning for

Threat Detection

o CON: can only perform ancillary
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Figure 4: Advantages and Disadvantages of Supervised and Unsupervised
ML in Cyber Threat Detection

To maintain focus and relevance, we categorize this
section into three major areas of cyber detection: network
intrusion detection, malicious software detection, and phishing
detection.
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1) Utilizing Machine Learning for Detecting Network
Intrusions:

One of the primary areas of concern in modern
enterprises within the field of cybersecurity is Intrusion
Detection, which is facilitated through Intrusion Detection
Systems (IDS). IDS can be categorized into two main types:
network Intrusion Detection Systems (NIDS) that examine
network-level activities, and Host Intrusion Detection Systems
(HIDS) that assess activities at the individual host level. Over
the past decade, numerous machine learning (ML) solutions
have been introduced to enhance the effectiveness of Network
Intrusion Detection Systems (NIDS). These solutions have
been explored extensively in both scientific literature and
patents. Signature-based detection is quite successful in
identifying known attacks and relies on specific knowledge
about previously observed intrusion patterns. An example of a
widely recognized signature-based ID is SNORT.

Unsupervised ML methods are particularly valuable
within the framework of cybersecurity because of the
challenges associated with acquiring labeled data for entire
networks. Among these approaches, we want to emphasize the
outcomes achieved using clustering methods. The integration
of ML-enabled the detection of 12 malicious hosts, whereas
the commercial NIDS only detected 3.Unsupervised methods
can play a vital part in aiding the manual creation of
regulations for NIDS based on usage.

NIDS

g
l" Network Data
7

ML model

".\jé. \:“S‘

Organization Network

Figure 5: Common Configuration of an ML-NIDS Deployment

Network traffic is routed through a NIDS by the border
router, where it undergoes further analysis using ML models.

Conversely, presents contrasting results, with their 'deep’
neural network also achieving a 0.96 F1-score, while their
shallow decision tree reaches a notably higher 0.99 F1-score.

Table 1
Routing Attack payload | Range 5-9 | Range 10-19 Range 20-49 Range 50
Strategy (# Interest/s)
Best Route %True Positive 95.0% 95.3% 97% 98.3%
%False Positive 1.0% 1,0% 1.0% 1.0%
Multicast %True Positive 63.3%
%False Positive 1.0% 1.0% 1.0% 1.0%
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Figure 6: Types of Intrusion Detection Systems

2) Utilizing Machine Learning for the
Malevolent Software in Cybersecurity:

Identifying

The battle against malicious software, commonly known
as malware, represents one of the prominent challenges in the
realm of cybersecurity. The malware primarily impacts
individual devices, necessitating its detection through the
analysis of host-level data, often facilitated by Host Intrusion
Detection Systems (HIDS). For over two decades, Windows
OS has been the most frequent target for malware due to its
widespread usage. Malware detection employs two primary
methods of analysis: static and dynamic.

It may be somewhat improved through the application of
Machine Learning techniques. However, it’s important to note
that static malware detection methods are susceptible to
evasion.
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Figure 7: Malware Detection Using ML Approaches

In static analysis, an ML model extracts and examines the
properties of a file. In dynamic analysis, the file is executed,
and its behavior is continuously monitored, and then assessed
by an ML model.
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Finally, it's feasible to merge static and dynamic analyses
with the aid of machine learning, as demonstrated in EC2,
where unsupervised and supervised machine learning is
combined in order to find new malware for Android malware,
yielding a detection rate exceeding 90%.

3) Machine Learning for Detecting Phishing Attempts in
Cybersecurity:

In the modern organizational context, the early
identification of attempted phishing holds immense
significance, and machine learning (ML) plays an essential
role in achieving this goal. The primary differentiation
between these two approaches lies in the analyzed data: for
phishing websites, the analysis commonly involves the URL,
HTML code, or visual representation of the webpage, while
for phishing emails; the focus is on scrutinizing the email's
text, header, or attachments. To provide a more
comprehensive understanding, we offer a detailed description
of these applications illustrated in Fig. 7.

V. EXPANDING THE HORIZONS OF MACHINE
LEARNING IN CYBERSECURITY: BEYOND
DETECTION

Apart from threat detection, machine learning can fulfill
numerous supplementary functions within the realm of
cybersecurity. In contemporary settings, vast volumes of data
are continuously generated, emanating from a wide array of
sources, which may include the very machine learning models
discussed in Section 3. Leveraging machine learning for the
analysis of such data can yield valuable insights, ultimately
enhancing the security of digital systems.
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1) Alert Handling:

= Alert Screening: In cybersecurity, it's important to
recognize that alerts aren't inherently indicative of
malicious activity, and a considerable portion of alerts
may be false positives.

= Cybersecurity Alert Ranking: Machine learning proves
advantageous in this context as it can autonomously
"learn" the most pertinent criteria for ranking alerts with
minimal human supervision.

= Alert Consolidation: Effectively handling a deluge of
alerts in the realm of cybersecurity involves the process
of aggregating akin alerts and subsequently exploring
correlations within these groups to uncover relevant
causal relationships crucial for security-related tasks.

2) Data Examination at the Raw Level:

= Security Operations: The wealth of log data within
contemporary information systems underscores the
promise of machine learning within the domain of
cybersecurity operations.

= Enhanced Labelling Strategies: Numerous threat
detection methodologies depend on supervised machine
learning, often necessitating extensive volumes of
accurately labeled data, a crucial consideration within the
domain of cybersecurity.

3) Cybersecurity Risk Evaluation:

= Automated Security Assessment: In the realm of
cybersecurity, machine learning proves to be a valuable
asset for evaluating wvulnerabilities by simulating
automated attacks on existing security systems.

= Predicting Compromised Hosts: Within the scope of
cybersecurity, machine learning can be harnessed to
make predictions regarding the most probable
compromised hosts within a specific system.

4) Cybersecurity Intelligence:

= Using Internal Corporate Data: The anticipation of future
attack strategies through machine learning can be
exclusively accomplished by utilizing internal business
data in the cybersecurity domain. Using Al to Enhance
Open Source Intelligence (OSINT) in Cybersecurity.

VI. PROSPECTS FOR MACHINE LEARNING IN THE
FIELD OF CYBERSECURITY

Moving Forward Positively, this segment underscores the
potential transformative advancements on the horizon for
machine learning in cybersecurity. While we acknowledge and
value every improvement, we firmly assert that bridging the
current  disparity  between research and practical
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implementation necessitates collaborative efforts from four
key stakeholders: regulatory entities, corporate leadership,
cybersecurity professionals, and the research community.

VII. REAL-WORLD EXAMPLES & PRACTICAL
APPLICATIONS OF MACHINE LEARNING IN
CYBERSECURITY

As a last addition to this document, we offer two case
studies illustrating concrete and successful applications of
artificial intelligence in the realm of cybersecurity.

Many products in the commercial sector assert the
incorporation of machine learning into their cybersecurity
solutions.

1) Identifying Cache Poisoning Attacks in Named Data
Networks:

Situational Context and Hurdles: This case study delves
into the renowned ICN methodology of Named Data
Networking (NDN). In the NDN approach, a pull-based
mechanism is employed, featuring two primary types of
packets: Interest (a content request) and Data (the response
containing the content). When a user wishes to access specific
content, the user (i) specifies the desired content's name (e.g.,
"/data/video.mp4™) within an Interest, (ii) dispatches this
Interest through the NDN network, and (iii) subsequently
receives the corresponding Data. This Data may originate
from the content producer or any intermediary NDN node that
stores a copy of said Data.

2) Incorporating Machine Learning and Non-Machine
Learning Methods for the Protection of Industry 4.0
Cybersecurity:

Context and Obstacles: This case study underscores the
benefits of employing machine learning applications for
detecting anomalies in time-series data within the realm of
cybersecurity. The rationale behind this approach is that
Advanced Persistent Threats (APTs) exploit zero-day
vulnerabilities, making them impervious to detection through
misuse-based methods, whether driven by humans or data.

This design choice proves especially suitable for practical
Industrial Control System (ICS) deployments, offering a triple
benefit compared to 'one-size-fits-all' ML architectures. These
advantages encompass the following aspects:

1. Individual ML Training models are simpler since they
only need to handle a small fraction of the information,
leading to improved performance as well as reduced
bogus alarms.
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2. It permits the combination of diverse algorithms, one for
each tailored address a particular issue as well as data
type.
3. It enhances the system's adaptability for the future,
allowing for individual updates, removals, or

replacements of each ML model. This adaptability is
crucial within the cybersecurity context.

VIll. CONCLUSION

This paper offers a comprehensive exploration of the role
of Machine Learning (ML) in the field of cybersecurity,
presenting an executive summary of the advantages,
challenges, and forthcoming prospects of ML within this
domain. Upon presenting the fundamental ML concepts, the
paper briefly outlines their usage in identifying triple
categories of major online dangers: network intrusions,
phishing, and malware. To tackle these obstacles, cooperation
is needed from various domains: governing and authoritative
organizations, corporations of leadership, and the broader
scientific community, in addition to engineers. In conclusion,
we have two examples of case studies exemplifying successful
and operational industrial implementations of ML in order to
counter cyber threats.
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