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Abstract - Electronic banking services have become 

increasingly popular in line with the development of 

information and communications technology because of 

the benefits and ease it provides for both financial 

institutions and consumers. It facilitates access to 

customers' bank accounts and carries out financial 

operations quickly and easily without the need to visit 

traditional banking branches. This reduces both time and 

effort for the customer. However, protection and security 

problems are considered one of the main issues facing 

electronic banking services. Hacking and online fraud 

have put these services' security at risk. For guarantee the 

security of electronic financial transactions and the 

preservation of customer data, this calls for strengthening 

security and implementing security measures. However, 

securing reliable identity verification for the customers is 

one of the main problems facing e-banks. 
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I. INTRODUCTION 

The rapid growth of technology and the increasing use of 

smart devices and the Internet, the need for strong 

authentication systems has become more important than 

previously. [1][2]. These systems guarantee the integrity and 

privacy of the data by preventing hackers and illegal use of 

sensitive, financial, and personal information. [3].  

Robust authentication processes have further served to 

mitigate the likelihood of fraudulent cyberattacks, hence 

augmenting confidence between customers, corporations, and 

establishments. [4]. Updating these systems on a regular basis 

is an expenditure that is required to guarantee security in the 

age of technology [5]. Also, Authentication systems contribute 

to technical progress in the field of information confidentiality 

and digital security by developing and creating technologies 

and tools that protect information and ensure protected and 

secure electronic communications[6][7]. 

Verifying an online service user's identity is known as 

user authentication. To prevent unauthorized access to online 

accounts because unauthorized access has serious 

consequences, including financial loss or privacy violation, as 

both personal devices and online accounts contain vital private 

data [8]. Accordingly, user authentication is key to achieving 

complete protection of online accounts. It makes it possible to 

confirm users' validity before granting them access to system 

resources [9] [10].  

Recent years have seen the proposal of several 

authentication systems using various methodologies; among 

them are text passwords, three-dimensional passwords, multi-

factor authentication, third-party authentication and biometric 

scanning. Moreover, current research indicates that, among the 

approaches already mentioned, text-based passwords are the 

most popular [11] [12]. Nevertheless, despite its simplicity, 

the text-based password scheme is still a fairly weak 

authentication method because of its vulnerabilities to 

dictionary and brute-force attacks [13]. 

Technology has undergone a revolution thanks to the 

digital world, and this has had a significant impact on many 

facets of society, most notably the financial industry. 

Customers are increasingly choosing electronic banking, or 

"E-banking," as banks provide their services via internet 

platforms [14]. Customers can simply manage their finances at 

any time and from any location. Also Customers may use it to 

access their electronic bank accounts and carry out financial 

activities online, including making deposits, withdrawals, and 

transfers of funds [15].  

Through the use of authentication techniques, such as 

identity verification, PIN verification, and Gmail verification, 

e-banks have improved customer’s satisfaction and offered 

safer, more effective financial services. As a result, the 

security of bank accounts and online banking transactions has 

improved. [16] [17]. 

1.1 Role Based Access Control Authentication Method 

Access refers to the capability of utilizing, editing, or 

observing a computer resource, the act of enabling activating 

or limiting the capability is known as access management [18] 

[19]. Due to its ability to reduce the complexity and cost of 

security management in large-scale networked systems, the 

Role Based Access Control (RBAC) model has emerged as an 

important standard for advanced access control [20] [21]. Fig. 

(1) explains the RBAC Model. 
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Figure 1: Role Based Access Control (RBAC) Model. 

RBAC is a method that provides a sufficient level of 

security to user data as well as system resources through 

policies and rules that are implemented on the user in the form 

of password and registration [22]. Since the ability to create 

control policies for an organization that blend organically with 

its structure is the basic principle of the RBAC concept [23]. 

In other words, by designing a security policy that targets the 

organizational structure and targets independently, the RBAC 

method seeks to give the policy character [24]. By learning 

about the different jobs and the precise rights associated with 

each job. It will be explained how e-banks use RBAC 

algorithm to organize and control access to resources and 

information in a secure manner. Depending on their position 

within the company, users are given different roles, and these 

roles decide what rights they are allowed to access. Such as, 

regular electronic banking personnel can access customer data 

and perform basic financial transactions, while risk 

management personnel can access more sensitive data and 

perform larger financial operations. The e-bank will be able to 

ensure control and security of access to information, and not 

grant any user excessive power [25] [26]. 

II. E-BANK AUTHENTICATION MODEL 

In this paper a high priority on security and client data 

protection is placed. In the context of e-banking, RBAC model 

is an essential tool for organizing and monitoring access to 

data and resources. 

E-banks can reduce security risks and enhance access 

control by assigning roles and defining the permissions that 

accompany them. Although senior management employees 

may access sensitive data and make important choices, day-to-

day operations employees may carry out their normal duties 

and access vital data. RBAC is therefore a crucial tool for 

enhancing security in an environment involving electronic 

banking because it helps to increase security and protection 

and facilitate access regulation and monitoring. The RBAC 

approach in an e-banking environment provides many other 

benefits, by reducing human error and simplifying 

management and monitoring procedures, RBAC helps 

increase efficiency. In addition, it helps to better manage 

reports and permissions, which helps facilitate monitoring and 

compliance with banking legislation and laws. 

In this paper, RBAC will be created and implemented in 

the e-banking by defining the roles and authority that fit each 

role. First, the main roles in the system will be identified. 

These roles are: 

1. The general supervisor. 

2. The human resources employee. 

3. The financial employee. 

4. The information management employee. 

5. The customer. 

After that, the Authorizations will be organized and 

distributed to each role according to the needs and 

responsibilities of each role. The contribution of this paper is 

to enhance the security, efficiency and privilege management 

of e-banking.  

The basic roles that should be included and implemented 

in an electronic banking system will be explained. 

1. Administrator: He will be given the authority of the 

system administrator, where he will be responsible for 

managing users and roles, accessing to all roles, and 

Assigning roles to every user who enters the system. 

2. Human Resources Manager: The human resources 

employee has the authority to deal with clients, verify 

their identity, and manage their requests regarding 

modification or addition to the client’s personal data. 

Likewise, customer data cannot be modified unless 

approval is requested from this role. 

3. Financial Management: The financial manager has the 

authority to create bank accounts for new customers in 

the system, as well as verify and monitor financial 

transactions, including withdrawals and deposits, by 

clients. 

4. Information Manager: One of the responsibilities of the 

information manager is to monitor users' activities in the 

system and their requests on a regular basis, and to 

record all operations that take place in the system 

through periodic reports. As well as invalidating any 

suspicious roles that affects the security and safety of the 

system. 

5. The client will have access to its personal and banking 

information, making changes to the personal information 

after obtaining the approval of the human resources 

employee, as well as conducting banking transactions 

that include deposits, withdrawals, and transferring funds 

to other clients. 
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The operating process of the system is illustrated in the 

diagram in figure 2. 

 

Figure 2: The system function 

III. RESULTS AND DISCUSSIONS 

 The following subsections describe the fundamental 

concept of the suggested scheme shown in Figure 2: 

1. User Registration and Email Confirmation: 

When a new user visits the /register endpoint to create an 

account, he/she must complete registering and filling out a list 

containing his/her personal data, an email with a confirmation 

link is sent to the user's email address. The user then clicks on 

the confirmation link to verify their email address. 

2. User Login and Access Control: 

 After confirming the email, the user logs in using the 

/login endpoint. Upon successful login, the user is redirected 

to the /home endpoint, where they can access their dashboard. 

 Access to certain endpoints is restricted based on the user's 

role. 

For example: 

 Regular users can access basic functionalities like 

viewing their account details (/users/me) and uploading 

an image (/users/image). 

 Human Resource (HR) managers can perform additional 

actions such as creating new users (/users/new) and 

update user information’s (/users/<user_id>/roles). 

 Admins have access to all functionalities, including 

managing roles (/roles) and accounts (/accounts). 

3. Role Verification: 

When a user requests access to certain functionalities that 

require a specific role, such as creating a new user or 

managing roles, their request is checked against their assigned 

role. If the user's role hasn't been verified by an admin or 

information manager, they are redirected to /deactivated and 

prompted to contact the appropriate authority for role 

verification. 

4. Account Management: 

Users with appropriate permissions, such as finance 

managers, can create new accounts (/accounts/new) and 

manage existing accounts (/accounts/<account_id>). They can 

also perform actions like activating/deactivating accounts and 

managing transactions (depositing and withdrawing funds). 

5. Request Management: 

Users with roles like HR managers, information 

managers, and finance managers can view and manage 

requests. They can accept or reject requests based on their 

nature, such as role verification requests or account creation 

requests. 

Login Scenario: During the login process, the user follows 

these actions: 

Step 1: The user begins the login process when he enters his 

username in the designated field. This is followed by entering 

the secret password that was previously set. 

Step 2: After receiving the login request, the application 

checks the credentials entered against the user information that 

is kept in the database of E-bank system and then 

authenticates the user if the credentials are correct. 

Step 3: It is checked whether the user has validated his email 

address after successful authentication. We move to the next 

stage if the email is verified. The user receives a notification 

alerting them that they must verify their email before they are 

sent to the login page if the email is not verified. 

Step 4: It is checked whether the administrator or information 

manager has validated the user's role after verifying his email. 

The user moves to the next stage if the task is confirmed. The 

user is asked to contact the relevant authority to verify the role 

and is redirected to /deactivated if the role is not validated. 
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The user is authenticated after completing all the 

mentioned verification processes. Depending on the user roles 

and permissions granted to them, the user will be able to 

access the functions and features of the application.  

The user can access additional features such as managing 

accounts and users and performing other administrative duties 

if he has the necessary rights. 

Logout Scenario: Ending the session correctly and the 

steps the client follows to exit the system safely to ensure 

data integrity are explained in this section 

Step 1: After receiving a request to log out of the application, 

all user information and session data, including any unique 

authentication tokens that may have been retained, are deleted. 

Step 2: The application asks the user to log in again if he 

wants to continue using it after terminating his session and 

redirects him to the login page. To verify that the logout was 

successful, a flash message may appear after you are 

redirected to the login page. "You have successfully logged 

out". 

Register Scenario: The following actions are taken by the 

user during the registration process 

Step 1: To create a bank account for a new user, the new user 

navigates to /register. The user completes the registration list 

by entering all required fields, including password, email 

address, and user name. After that, the application form is sent 

to the application. 

Step 2: After receiving the request, the data entered by the 

user is verified. Verify the strength of the password, ensure 

that the user name and email are unique, and check any other 

mandatory fields. 

Step 3: An email containing a special link for verification is 

generated by the application. The email provided by the user 

during the registration process is the recipient of this email. 

Step 4: After receiving the email notification, the user verifies 

his email address by click on the verification link. 

Step 5: After completing the request for email notification, the 

application updates the database with the user's confirmed 

email address. The user's registration is deemed successful if 

the email address is correctly verified and the verification link 

is legitimate. 

 

Resource Access Scenario: This scenario illustrates how 

authorization works within the application to control 

access to resources such as user details, accounts, and role 

1. User Role Determination: 

When a user logs into the application, their role is 

determined based on their credentials and stored information 

in the database. The role is typically assigned during 

registration or managed by an administrator. 

2. Accessing User Information: 

After logging in, a user with the role of an HR manager 

wants to view the details of other users in the system.HR 

manager navigate to the /users endpoint. the application 

checks the user's role to determine if they have the necessary 

permissions to view user information. Since the HR manager 

role is authorized to view user details, the access is granted. 

After that The HR manager can now see a list of users, 

including their usernames, email addresses, and roles. 

3. Limited Access for Regular Users: 

A regular user without administrative privileges tries to 

access the /users endpoint to view user details. However, since 

the user's role does not match any of the authorized roles for 

accessing user information, the application denies access. The 

user receives a flash message indicating that they do not have 

permission to access the requested resource and is redirected 

to the homepage. 

4. Accessing Account Information: 

A finance manager logs into the application and wants to 

create a new account for a user. He navigates to the 

/accounts/new endpoint, which is restricted to users with roles 

of “finance manager". Upon accessing the /accounts/new 

endpoint, the application checks the user's role to determine if 

they have the necessary permissions to create a new account. 

Since the finance manager role is authorized to perform this 

action, the access is granted. The finance manager fills out the 

necessary information to create a new account and submits the 

form. The application processes the request and creates the 

new account in the system. 

5. Unauthorized Access Attempt: 

An unauthorized user tries to access the /accounts/new 

endpoint directly by entering the URL in the browser. Since 

the user's role does not match any of the authorized roles for 

creating accounts, the application denies access and the user 

receives a flash message indicating that they do not have 

permission to access the requested resource and is redirected 

to the homepage. 
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IV. CONCLUSION 

In this paper, a novel strong authentication scheme for 

authenticate e-banking system is proposed based on two-factor 

authentication scheme which involving a strong password and 

verification via a link sent to a Gmail account for user, that is 

considered an effective way to improve the security of 

electronic bank accounts. When users trying to access their 

accounts, the users must enter the right password, after that a 

special link is sent to their Gmail account for verification. This 

procedure lowers the possibility of unwanted access and 

electronic breaches by enabling the user to confirm their 

identity and authority to use the account, according to the 

principal of "something you have and something you know" is 

the main goal of this approach, which strengthens security. 
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