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Abstract - License key generator is an ideal program use to
protect proprietary application against unauthorized
access. From findings, the existing license key generator
only support English speaking countries, which limits the
participation of other language character sets. These Non-
latin sets are called accented characters which are
important elements in both written and spoken language
while their use in English is greatly confined to proper
words borrowed from certain countries. However; this
research enhances the existing license key algorithm
through the use of accented characters which support
multiple languages. In other to enhance the key generator,
the existing data set were updated with accented
characters using C# language. Advance Encryption
Standard (AES) symmetric was used to secure the
generated key at the cache level while linear congruential
generator algorithm was used to generate the characters in
a random format. Eureqa, an automated machine learning
model was used to generate an equation that checks for the
vulnerability, accuracy of the key generator. Therefore,
the developed license key is more secure compare to the
existing algorithm. Also, it support Multilanguage
software key which improves the performance and allows
more participation in its use. Hence, this developed system
is useful for Non-English speaking countries, which
provides more security through the encryption method.

Keywords: License Key, Linear Congruential generator,
Eureqa, Accented characters, Advance Encryption Standard.

I. INTRODUCTION

Accented characters are important words used in both
written and spoken language and their use in English is
majorly limited to borrowed words of foreign countries such
as resume and tete-a-tete. These so called elements appear
frequently in so many European languages which include
Spanish, French, German and Portuguese. Kerckhoffs'
doctrine, put forward several centuries ago says that, the
design of a system is dependent on its access key and not its
design being hidden. License key generation and its validation
is one important requirement for system applications. It is a
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known fact that no license scheme is fully secure but it is an
ideal program use to protect applications against piracy and
illegal usage. When developing an application, one of the
problems that a programmer may encounter is trying to protect
his/her application against piracy. Most of the times, people
can work break through a proprietary software protection
through cracks. This is done by updating the application’s
installation or executable files, by camouflaging as a valid
license. One of the most secure widespread methods to avoid
illegal copies or to stop cracking is to create unique serial or
product access key but these hackers has a way of unlocking
this generated key through some programs that are auto
generic. Furthermore, to proffer solution to the problem of
illegal and unauthorized access, it is necessary to create
license file that will be unique for each computer. In addition,
the license file will be associated with the machine. Programs
such as Serial Key Generator can be very useful for this
function but generate many valid serial numbers. In other to
prevent license keys from working for all versions of software,
a partial key verification technique was developed. This
technique uses some bits to randomly check the validity of a
license key and will only support a Latin set for English
speaking European countries.

From the foregoing, there will be need to enhance
existing license key generator that will support other
Multilanguage key gen European countries that do not speak
English through the use of accented characters. A license key
or registration validation codes that are offline will be more
reliable due to intermittent network failure. This technique
when implemented will make operational transparency
increase so as to prevent software misuse.

Il. LITERATURE REVIEW

Over the years one of the contradictions of security
through obscurity was the researcher’s ideas that was
demonstrated to the public on how software could be cracked
or bypass the validation checks. Again, responding to the
security concerns on the flaws which may occur in the design
of lock or key can make software more exposed to attacks
Alfred C.H (1851). Criminals are very serious in their
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profession, and already know more than they can be taught.
Product keys are design for proprietary software which
consists of different set of numbers and combination with
letters. This sequence will be typed by the user during the
installation of the software, after which it will be passed to a
function that will manipulate the access key sequence based
on a set of mathematical algorithm then try to match the
results to some set of acceptable solutions which is known as
validation of the key generated (Vangie Beal, 2011). Software
license keys can be used in various methods for copy
protection. The basic idea is that only users that have acquired
the appropriate license will be issued with a key which enables
them to install or use the software. From a software
programmer opinion, the purpose of a software licensed key is
to prevent the software from being shared, copied illegally by
non-licensed users. There are two primary ways to go about
creating a key, it’s either online and offline mode. For an
online key generation, it is a simple matter of generating a
random sequence of characters, storing that in a database, and
then using what is known as a license server to validate the
serial number by communicating over the Internet every time
the software starts up or does something significant. Online
serials eliminate the key generation aspect of piracy since you
directly control the keys that are possible and how many times
they are used to install the software. One major immediate
downside or disadvantage is that the software won't run at all
without an Internet connection, which is a non-starter for some
people. However, there are also long-term downsides as well
when we consider what happens when you remove support for
an older version of the product or too many people hit the
license server at once, you stop running your business, you
forgot to pay a bill and the domain your software talks to goes
away, the outcome is that the license key generation server
that validates the serial numbers on the internet will go offline
or will not work properly. Those things actually happen with
unfortunate regularity. Eventually, software installations of
your clients will eventually fail when using online.

Any License generator algorithm could be developed to
generate keys for any authorized user for protecting their
application against unauthorized access. This is done by
generating unique number or hidden access key that only
recognized the authorized user of such software application.
Furthermore, in one of the existing algorithm that uses MAC
address, it generates main license key which is used for the
main program and an advance key which will be used for the
subprogram and option will be selected or chosen by the user.
It also helps to generate license key for a particular time
period. The use of MAC address technique to generate license
and time code keys will make provision for more security for
the application and avoid copyright (Ruchi Rautela et al.,
2017). Various journal publications have seriously looked into
the motive behind license choices and also gave certain
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guidelines on how to go about selecting which license to use
and how will it be good for the project. Lerner, J. et al. (2005)
considers the scope of licensing in open source and lists the
various areas of considerations which will determine the
license of open source programs while Lindman, J. et al.
(2010) in his own opinion, gives guideline on how to choose
an open source license in a commercial context. Laurent,
A.M.S. (2004), examines the licenses and their implications in
great detail considering the conviction for choosing a
particular license but also how to design an open source
license. Lindberg, V., (2008) gives his own remark about
trademark, patent, and copyright law how it relate to open
source and display how to choose a commercial open source
license. Under a specific country’s copyright protection law,
all developed software should be protected from the source to
object code format against unauthorized access, unless it was
developed by the United States government Raphael C.
(2013). A Standard key generation technique, where the
software license keys are generated mathematically, is not
completely effective to put an end to illegal copying of
software, as these. In addition, with improved communication
from the advent of the Internet, more critical attacks on keys
such as to remove the need for a key have made product key
generators become more popular. As a result of this, software
publishers use additional method or style to activate and verify
the validity of key field. One of the techniques used was to
assign a product key which is based on a special feature of the
purchaser's computer hardware, which cannot be easily
duplicated. Another method involves requiring one-time or
periodical validation of the product key with an internet server
which is done when the user log on. The server can block
unrecognized client software presenting invalid or wrong keys
while some experienced clients may bypass these checks, but
the server can still deny those clients information or
communication Chang et al (2002). Software license keys may
be verified offline while the software is running or, better still,
over the Internet through a license verification system which
will be done online (Vangie Beal, 2011). Furthermore,
serialization method was also used which saves the data
content of your objects through the help of data output and
data input in other to create License file that does not contain
database. The above method need to capture, collect and
arrange the entire objects that are interconnected back together
on the other side but in case of any unforeseen circumstance in
the process then the original data content cannot be unlocked
(Anirudha A. et al., 2015). Again, one wrong notion about
software license generator is that the key is referred to as the
license but it is only the right given to the software user that
validates the user as the authorized customer. Moreover, a key
generator that uses MAC address was used which will be
supplied by the user during the operation of the program, and
is then passed to a verification function in the program. This
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function manipulates the key sequence according to a
mathematical algorithm which attempts to match the results to
a set of valid solutions. This License generator mainly focuses
on providing ease and operational transparency to the Client in
order to prevent software misuse (Vangie Beal, 2011). This
proprietary software is secured with a serial number key which
when it is typed in verifies the correctness of the software
algorithmically, rather than searching through the entire
database (Anirudha A. et. al., 2015). The use of MAC address
in generating license key eliminate the problem of
serialization by providing a uniquely generated basic key, a
uniquely generated advance key and a uniquely generated time
code key for particular time period and stores the data contents
in Database. The software generates a key by entering MAC
Address & program mask for a particular program. The key
generated by any cryptographic protocols to generate a code is
used as an encryption key at one end of communication, and
as an unlock key at the other Ruchi R. et. al., (2017).

I1l. METHODOLOGY
3.1 Research Approach

In this research, efforts are made to explore many options
like, consultations with relevant journals that treated software
license key and other books. In all encryption systems, method
of generating and encrypting key that is able to produce a
secure cipher is required. A high-level view of the proposed
encryption system is provided in this section. The main
features used in the system are random number generation,
verification of the generated values using statistical tests
through the use of Eureqa to generate an equation. An
appropriate method is required to generate and test random
numbers to ensure that they have the necessary characteristics
of independence and unpredictability. Eureqa model was
implored to test the random numbers for reliability.

Eureqa models are a powerful addition to the Data Robot
Automated Time Series product which can help you find
human-readable mathematical formulas to explain the patterns
in your data and build accurate, transparent, actionable
models and solving real-world problems more faster than
other approaches. The use of Eureqa models are the secret
background operations that help to secure the secret key. But
in other to generate any random number, linear congruential
generator (LCG) was used to generate random numbers see
figure 3.1. Linear congruential generator (LCG) is an
algorithm that yields a sequence ofpseudo-randomized
numbers calculated with a discontinuous piece wise linear
equation. It is a very simple example of a random number
generator, fast and require minimal memory (one modulo-m
number, often 32 or 64 bits) to retain state. This makes them
valuable for simulating multiple independent streams. This
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method represent one of the oldest and best known pseudo
random number generator algorithms. The theory behind them
is relatively easy to understand and they are easily
implemented and fast, especially on computer hardware which
can provide modular arithmetic by storage-bit truncation.

The function which is used in this method was proposed
by D. H.Lehmerin 1948

Xn+1=(aXn+ C) mod m
Where:

X is the sequence of pseudorandom values, and

m, 0 <m s the "modulus" 3.1
a,0<a<mis the "multiplier" 3.2
¢, 0 <c <misthe "increment" 3.3

X0, 0 <X0 <mis the "seed" or "start value"3.4
are integer constants that specify the generator.
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Figure 3.1: Method used to generate encryption keys
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3.2 Enhanced Software License Key Generator

The proposed system facilitates a strong and secure
encryption and decryption system.

The original data set were updated through Extended
ASCII character encodings which are eight-bit encodings that
include the standard seven-bit ASCII characters, plus
additional character is used in this research to generate
Accented characters. The ASCII code, abbreviated American
Standard Code for Information Interchange, is a character
encoding standard for electronic communication see figure
3.2. It is a code for representing English characters as
numbers, with each character assigned a number from 0 to
127. ASCII codes represent text in computers,
telecommunications equipment, and other devices. This tool
generates random ASCII text from which you can choose the
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length of generated text and how many results you want. You
can also use a custom ASCII alphabet for generating random
results to form Accented Characters, or to select predefined
sets of characters for randomization see figure 3.3a.

In this research, a method of generating an encryption
key that is able to produce a secure cipher is required. The
enhanced key generator will be secured by AES cipher at the
cache level while it is being queried by the database of the
application to prevent unauthorized access but on the other
hand it is an area of vulnerability for other license key
generators. When an application is encrypted, the program
generates license key and combination of basic key and
advance key with some mathematical operation and its able to
generate license for selected program. In this key generation,
only the programmer can make changes to the encrypted
system.
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Figure 3.2: Symmetric key cryptography and flowchart
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Figure 3.3: Standard ASCII Character chart

Accented letters
a |at-0225| A |at-0193| § |at-0224| A [at-0192| 3 |ah-0226| A |at-0194| { |at-0228| A |at-0196
¢ |at0233| F | at201 | @ |at-0232| E |at-0200| & |at-023¢4 | E |at-0202| @ |at-0235| F | at-203
{ |at-0237| T |at-208 | j [st-0238| T |at-0204| § |s-0238| [ |st-0206( j |sh-0239| ] |at-0207
O |at-0243| O [at-0211| ¢ |ar-0242| () |a-0210| G |at-0244 | O |at-0212| § |at-0246 | () |ait-0214
1 |at-0250 | [T |at-0218 | {7 |at-0240| T |at-0217 | {j [at-0251 | [T |at-0219| {7 |at-0252| [T |att-0220
7 |a-0253| Y [at-0221| § |at0229| A |an-0197 Z at-0142| 7 |&t-0158| y |ah-0255 Y |at-0159
3 |at-0227| A |st-0135| ¢y |at-0248| @) |at-0216 | gp |at-0230| JF |at-0198| & |ah-0240 | F) |att-0208
fi |at-0241 | N |at-0203| ¢ |at-0231 C at-0199 | e |at-0156 | (| alt-0140 l) at-0254 | P [att-0222
- ~ . > Press ‘alf’ plus the number (on the number

alt-0245 alt-0213 alt-0154 alt-0138 alt-0223
0 O - S s pad) to type these letters

Figure 3.3a: Accented letters
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uppercaseletterl = Generate random uppercase letter between A to Z

v

uppercaseletter2 = Generate random uppercase letter between A to Z

v

lowercaseletterl = Generate random lowercase letter between ato z

v

lowercaseletter2 = Generate random lowercase letter between a to z

=N

digitl = Generate random digit between 0 and 9

hd

digit2 = Generate random digit between 0 and 9

D 4

punctuationSign1 = Generate random punctuation sign

b

punctuationSign2 = Generate random punctuation sign

D A

password = uppercasel etterl + uppercasel etter2 + lowercaseletterl + lowercaseletter
digitl + digit2 + punctuationSignl + punctuationSign2

hd

shufflel license Key)

v

output(license Key/

End

Figure 3.4: Random password generator algorithm Flowchart

3.4 Performance Metrics

Software license key is a data string that verifies the
authorization of a product user legal access. It is an important
aspect of software development in the sense that it ensures that
an application is secured or protected against unauthorized
access. This research is designed in such a way that it will be
difficult to break the key generated due to the random
symmetric cryptography used and to generate the key will
require a very short time considering the random means of
selecting the numbers or letters. The vulnerability or loopholes
of the software was also checked by using Eureqga data robot
to simulate it. This key is designed to unlock software once
and registers the details of that system in its database thereby
preventing multi use by other user. The new system in its
implementation secures the cache memory by encrypting its
content through the use of AES cipher encryption. It also
support both accented and Latin set of characters. This new

IV. RESULT
4.1 Result

The implementation of the enhanced algorithm that
generate license key is done using secure symmetric key
cryptography algorithm. This algorithm is design in such a
way that the strings of numbers or letters will be picked
randomly and verified before it is being accepted. The key
generator software gives fast performance; establish
relationship between the vendor and customer of the product.
In addition, the license key cannot be used illegally and could
not be crack because it is secured by AES cipher encryption at
the cache level before it is moved to the database for onward
validation. The enhanced system is designed to accept both
accented and other types of characters such as Yoruba, Latin
set and it is to be used on a system per use; this is done by
registering the details of the system in its memory the moment

generation. this research work is C#, java scripts and Visual basic.Net.
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4.2 License Key Generation

Generation of serial numbers and license keys of software
products

The set of sources for automated generation of license
keys for software products, allow using string templates of
keys with set of required key tokens, checksum values for
determining authenticity of generated keys and random data
which provide more security to the software.

Launching Key gen.

DEVELODMENT OF LICENCE KEY USING
ASSENTED

CHADACTEDS

Figure 4.1: Key generated in General Format
4.3 Concepts

For generation of license key, there is need to create
string of license template with ASCII characters and add to
each token of template initial value. It is demonstrated on
screenshot below:

GENERATE YOUR KEYS BELOW

CLICK ON THE LANGUAGE YOU WANT TO GENERATE FROM

WILTSX-L9Z53E-Y9A90U-BTS020

- = ACCENTED
GENERAL ARABIC YORUBA.

Figure 4.2: Generating the license keys

GENERATE YOUR KEYS BELOW

CLICK ON THE LANGUAGE YOU WANT TO GENERATE FROM

6455,9-41854-943354-T6.858

= = ACCENTED

Figure 4.3: Key generated in accented Arabic Character
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GENERATE YOUR KEYS BELOW

CLICK ON THE LANGUAGE YOU WANT TQ GENERATE FROM

23%0lM5-1E20nA-729+ bB-2A0Hull]

- = ACCENTED
GENERAL ARABIC YORUBA

Figure 4.4: Key generated in accented Character with Country language
V. CONCLUSION

Over the years, the Latin set of characters for only
English speaking countries was used to develop license key
generator which had prevented other non-English speaking
countries from participating. Multi language key generator
using accented characters is a technique which is developed to
eliminate the limitation which was caused due to the non-
inclusion of other countries languages or set of characters in
the development of license key. The enhanced license key is
more secure as it incorporates AES cipher encryption to secure
the key, gives fast performance in its implementation. Most
importantly, cannot be cracked and copied illegally. This
dissertation is expected to improve productivity and encourage
more participation.
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