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Abstract - The increasing prevalence of cyberattacks that
bypass traditional defenses necessitates prioritizing web
application security .So, that create an urgent need to use
“firewalls”, especially with web applications. The paper
submitted a summary of the search and analysis of the
scientific literature on web applications, in addition to the
studies that have been suggested model for a “web
application firewall (WAF)” that employed features
engineering and machine learning to identify frequent
online threats. The existing research examined WAFs and
test their effectiveness in identifying fraudulent requests
using "‘machine learning algorithms' like ""Naive Bayes",
""k-Nearest Neighbors™, "Support Vector Machines', and
linear regression. The studies integration of Al algorithms
with existing WAF has shown achieved accuracy rates
ranging from 92% to 99% to be highly effective in
mitigating attacks.
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l. Introduction

Internet-based data communication is susceptible to
several possible “cyber-attacks”. Hackers might transmit the
data to unapproved parties and the integrity of network data
can be compromised by breaches in infrastructure security

[1][2](3].

To address security issues, numerous safety techniques
have been employed at the various levels of defense, such as
Intrusion Detection/Prevention Systems (IDS/IPS), Internet
firewalls [4]. Encryption, with its various type, are also used to
keep the confidentiality of transmitted data over the network it
consider as other assist level for defense against attackers

[S1[6][71[8]-

Servers and firewalls are crucial security tools that shield
communication networks from external cyber threats. They act
as network guardians, monitoring and controlling data traffic
to prevent unauthorized access. By analyzing incoming and
outgoing data packets, they filter out malicious content based
on predefined rules. “Machine learning” techniques, “K-
Nearest Neighbors (KNN)”,“Decision Tree Method
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(DTM)”,“Majority Voting Method (MVM)”, “Support Vector
Machine (SVM)~, “Artificial Neural Networks
(ANN)”,“Shallow Neural Network (SNN)”, “Convolutional
Neural Network (CNN)”, can enhance cybersecurity by
automatically  classifying and identifying  potential
threats[9][2][10][11].

The selection of an appropriate approach depends on a
variety of dataset-related and complexity-related parameters,
including dataset size, quantity and kind of features, data
structure, data labeling and clustering, data distribution, and
dataset [1].

This paper is structured as follows: In the first section, we
introduce artificial intelligence as the perfect tool for creating
a model that can achieve high success rates, easily expand its
knowledge base, and adapt to different types of malicious
attacks. The second section provides a brief overview of
WAFs. The third section summarizes machine learning
concepts. The fourth section discusses related research, and
the final section presents our conclusions.

Il. Web Application Firewall

WAF are used to secure online applications, by filtering
the Hypertext Transfer Protocol) HTTP (traffic that travels
between the internet and web applications. Web applications
are shielded against several forms of attacks, including cross-
site scripting and injection, by using web application firewalls.
There are several policies specified in WAFs. This guideline is
intended to safeguard web applications against application
vulnerabilities. The web application and the internet are
separated by a WAF [12][13][14][15].

Requests are being received by WAF as soon as the
training model and WAF are functioning. When an HTTP
request to extract features reaches the WAF, the analysis
module isolates it. The transaction-oriented HTTP protocol,
which may be used in any client-server application that uses
hypertext, is the foundation of the World Wide Web (WWW).
Designed for distributed, hypermedia, and collaborative
information systems, this protocol operates at the application
level. There is frequently HTTP communication between a
web server and a browser. To provide reliability in this case,
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HTTP employs the Transmission Control Protocol (TCP)
protocol, in which each transaction is processed
independently. In the HTTP protocol, messages are used to
communicate between clients and servers. Messages can be of

two types: requests from clients to servers and responses from
servers to clients [16][17][18].

WAF capabilities are offered by the most successful and
efficient solutions [19][20]:

= Input protection filters out unwanted or harmful data,
allowing only legitimate user input.

= By configuring the validation rules, HTTP validation
finds HTTP vulnerabilities and stops assaults.

= Policies designed for commonly used applications are
configured in accordance with particular needs and
requirements. As a result, it offers real-time traffic data
and safeguards apps against vulnerabilities.

= By locating, screening, and protecting the private data,
data leakage prevention generates an alarm and stops any
unexpected traffic or data leakage.

= Automated attack blocking offers technologies for
automatically preventing harmful traffic from entering
the network, hence thwarting assaults.

“Artificial Intelligence” is a good solution for WAF to
create highly effective, scalable, and flexible models. These
models can accurately identify malicious queries, leading to
improved success rates. By expanding their knowledge base,
Al-powered WAFs can scale to handle growing threats.
Additionally, their ability to generalize patterns allows them to
detect new types of attacks. Based on these assessments, the
firewall can either allow, deny, or drop incoming traffic. All
actions are recorded in log files for future analysis [21][22].

Using “machine learning” to automatically categorize and
predict traffic that bypasses the firewall will enhance
“cybersecurity” by providing deeper insights into firewall log
data and helping to defend against threats. In fact, the
discipline of cybersecurity and machine learning techniques
have recently come together to provide reliable and effective
security solutions for a range of systems and applications
[23][24].

I11. Machine Learning

Machine learning uses statistical methods to enable
computers to learn and adapt without being explicitly
programmed. “Machine learning” aims to learn from the data.
These methods find use in data mining, image processing,
predictive analytics, and other fields. The potential of machine
learning to make algorithms capable of doing tasks
automatically once they have mastered the handling of data is
its main advantage. The topic of training computers to learn
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independently without specific programming has been the
focus of several academic studies [25][26] [27] [28]. Detecting
online vulnerabilities in a variety of web apps is another use
for machine learning. And also used to classify source code
and identify potential online wvulnerabilities [29][30][31].
Because cyberattacks are becoming more sophisticated, WAF
rules are also becoming more complicated and challenging to
manually test and manage. Consequently, in order to stop
fraudulent requests from getting to web applications and
services, automated testing methods for WAFs that leverage
machine learning are essential [32][4][24]. In order to boost
the detection rate and do away with the need for human
construction and filter updates for input data, machine learning
may be utilized to build the detection model. On the other
hand, web logs that are automatically created by the web
server for every website that is hosted might be utilized as the
detection model's input [25].

V. Scientific Literature Review

Researchers and information security specialists have
made a concentrated effort in recent years to use artificial
intelligence's capabilities to identify and thwart for WAF.

In 2021, there was an article [1] suggested a new firewall
system that uses machine learning to automatically categorize
network traffic. This system uses a special type of decision
tree and a neural network to identify three different types of
network traffic based on eleven specific characteristics.
Finally, when compared to the state-of-the-art in the area, the
acquired findings outperformed currently available automated
categorization models for firewall activities advances this field
of study.

In 2022, There was an article [18] suggested a WAF
approach that employed feature engineering and machine
learning techniques to identify frequent online threats. To
extract generic and comprehensive features, feature
engineering and prior knowledge in the software security
industry were utilized. Basic features were extracted from
(HTTP) requests: payload, headers, files, HTTP method, and
absolute "Uniform Resource Locator (URL)". Four additional
features were extracted: input length, attack weight, special
character ratio, and alphanumeric character ratio. The
proposed model was trained on "web server" data of WAF-
protected web applications to enhance security. Naive Bayes,
effective for binary classification, was primarily used, though
other algorithms like Logistic Regression and DTM could be
considered99.6% classification accuracy was attained by the
suggested model using conventional datasets, and 98.8%
accuracy using datasets that were really compromised web
servers.
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In 2022, there was an article [14] suggested that neural
networks could effectively and precisely model firewall rules.
The article also determined the optimal values for parameters
like momentum, learning rate, number of epochs, and number
of neurons in hidden layers for the simulated firewall rules.
Furthermore, it was demonstrated that the "Random Forest,"”
"J48," and multilayer perceptron algorithms produced the best
results when used to classification problems involving the
firewall dataset. The study found that the "k-means" technique
outperformed the EM and DBSCAN algorithms in terms of
accuracy and speed when it came to grouping firewall data.

In 2022, there was a paper [33] provided an overview of
common web application attacks, their detection techniques,
and a comparative analysis of these techniques. Recognizing
the strengths and weaknesses of each method,the study used
machine learning with a traditional method to improve WAF
performance. Machine learning is commonly used in intrusion
detection systems. Combining these methods makes intrusion
detection systems smarter and better at stopping new attacks,
as attackers can often find ways around traditional methods.

In 2023, there was an article [12] suggested several
characteristics of the standard datasets ISCX, CISC, and CIC
DDoS were examined. By offering application-level filtering
that a standard network firewall system is unable to provide,
the web WAF provided an additional layer of protection to
online applications. And by considering various factors, attack
and regular traffic were contrasted. Using data gathered from
the simulation environment, to identify “DDoS”, “XSS”, and
“SQL” injection attacks, a layered architectural approach was
developed. The first layer, which was constructed with a
97.57% accuracy rate. The accuracy of the second layer's
acquisition was 89.34% upon examination, the increased
volume of HTTP traffic was sent to the second tier.

In 2023, there was a paper [13] investigated the
effectiveness of several artificial intelligence models in
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identifying malicious requests in WAF. The paper used a
synthetic dataset with over 100,000 requests and examined
models like “Naive Bayes”, (KNN), (SVM) and linear
regression. The research demonstrated that integrating Al
algorithms and using them to filter requests could potentially
mitigate the research successfully attacked existing systems
with nearly flawless accuracy. This method enhanced security,
even for modified data that would be difficult for humans to
identify. Machine learning was applied to a vast dataset, which
was processed using vectorization and obfuscation to optimize
model performance. All models demonstrated exceptional
results, correctly classifying fraudulent requests between 92%
and 99% of the time.

In 2024, there was a paper [19] suggested described the
creation and deployment of an advanced WAF powered by
machine learning algorithms. The system continuously
monitored incoming web traffic, extracted relevant
information, and classified data as malicious or benign using a
machine learning model. Trained on historical data, the model
identified patterns and behaviors indicative of cyberthreats
like cross-site scripting, SQL injection, and other common
attack vectors. Through this learning process, the system
gained proficiency in detecting harmful actions and adapting
its security measures accordingly. Ultimately, the work
successfully developed a KNN model with a 96.6% attack
detection rate.

In 2024, there was an article [34] proposed creating an
online (WAF) using modify security and the “Open Web
Application Security Project” (OWASP) Core Rule Set. With
WordPress and Damn Vulnerable Web Application (DVWA)
as test objects, the process involved using UML to analyze the
current system's functioning. The results demonstrated 100%
detection of SQL Injection attacks and 99.8% detection of
XSS attacks, while real-time attack logs were maintained.
These findings emphasized the importance of integrating
(WAFs) with built-in security features.

Table 1: A Review of WAF Research’s

firewall was proposed to
classify network traffic

Ref. | year Proposed System Advantages Gaps
. “Machine learning” models were applied to
A;;e;:;?]ki)lneé_?g;?msted a processed dataset to optimize malicious SNNs might be too complex. Simpler
[1] | (2021) g request detection. Vectorization and 9 plex. P

obfuscation techniques were used to enhance
model performance.

models could be explored.

“Machine learning”
based web application
firewall

[18] | (2022)

Using genuine compromised web server
datasets and standard datasets utilized in this
field of study, good classification accuracy
was achieved.

It was generalizable but had low
classification accuracy compared to others
and used a single dataset (CSIC 2010).

Neural networks
accurately modeled
firewall rules. Optimal
parameters were
determined

[14] | (2022)

Random Forest, J48, and multilayer
perceptron were the most accurate
algorithms for classifying firewall data. K-
means clustering was faster and more
accurate than EM or DBSCAN.

Highlighted the strengths of classification
algorithms for firewall data but didn’t
discuss potential drawbacks. Naive Bayes
might assume feature independence, while
Random Forest can be computationally
expensive and overfit.
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This paper presents a To imprpve aceuracy, propose_d combjning o _ -
comparative analysis of machlne learning _methods, increasing Analysis of information security |nc!dents
133] | (2022) | popular web application attribute nunjbers:, using regular expressions, reveals that even advanced detectlon_
attacks and detection and updatlng signature databages Future methods cannot guarantee 100% detection
methods research v_VIII focus_ on cloud intrusion of web attacks.
) detection and firewall services
evaluates many artificial
intelligence models, Machine learning models were trained on
[13] | (2023) including support vector | obfuscated and vectorized data to optimize The work use (SQL) injection attacks they
machines, Knn, linear malicious request detection. Results can use another attacks like DDoS attacks
regression, and naive achieved 92%-99% accuracy.
Bayes.
New techniques are Attacks usi_ng SQL injection, XSS, and
used to attack systems DDoS were identified by a Iaye_red LSTM _
stealing and destroyiné model. The accuracy (_)f the first layer Signature-based WAFs can d_etect some
[12] | (2023) | data. Defending against (DDoS) was 97.57%, while the second layer DDoS_ attacks,_th_ey are often |nef'fect_|ve
c ybe-r threats like DDOS (XSS/SQL) was 89.34%. H_TTP requests against sophisticated and volumetric
SQL injection, and CSSl with a lot of_trafflc were first screened attacks.
is Vi telll before going to the second layer.
- Proposed solution uses “machine learning” .
Trl's pa}?g ' cilevelqpeg a to dynamically detect and respond to cyber Tgri(r:?::rflgg ffeoartjfglélrlmi]r?eztrti?::k :Z%rgf '
[19] | (2024) b maciine jearmng threats. By analyzing web traffic, it classifies - - 9 9
ased WAF to enhance beni licious with hih detailed. This model may struggle to adapt
cybersecurity. requests as benign or ma g to real-world WAF changes.
precision
Al‘J tilvivz 'IA;]ZV'\\’/?Z ddg\éiﬁ?f; By using UML, we assessed how the current o
and the OWASP Core system works. We tested DVWA and It focuses on S_QL Injection and XSS
[34] | (2024) Rule Set to safeguard WordPress, and found that_ our system could attgcks_, neglecting _o_ther common Wel?
web applications from detect almost all SQL Injection and XSS ap_pllcat!on vulnerabilities like CSRI_:, file
SQL Injection and XSS attacks. Logs showed gttacks happening in inclusion, and remote code execution.
vulnerabilities. real time
V. Conclusion ACKNOWLEDGEMENTS

This paper highlights a comparative review of study
between literatures of the critical Function of “artificial
intelligence” especially “Machine Learning” in safeguarding
web applications from evolving cyber threats. Machine
learning-based web application firewall demonstrates
significant potential in accurately identifying and mitigating
common attacks. While existing studies have made valuable
contributions, further research is needed to address limitations
such as single-dataset reliance, computational complexity, and
a narrow focus on specific attack types. Based on the provided
researches, get the best results examined models like Naive
Bayes, (KNN), (SVM) and linear regression. The integration
of Al algorithms with existing WAF has shown to be highly
effective in mitigating attacks, and showed that the work
successfully developed a KNN model with a 96.6% attack
detection rate. Future work should explore the integration of
multiple datasets, investigate more efficient algorithms for
resource-constrained environments, and broaden the attack
detection's reach to include a greater variety of vulnerabilities.
Addressing these shortcomings will pave the way for the
development of more resilient and comprehensive WAFs that
effectively protect against the ever-evolving landscape of
online threats.
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